UHdopmaumoHHbIe NaMATKU ANA Y4eHUKOB

NMHO®OPMALIMOHHASA NAMATKA AJ11 OBYHAOLLUMXCA AN PASMELLEHNA HA
OPULIMAJTIbHBIX UHTEPHET-PECYPCAX

C KaxablM roOM MOJIOAEXM B MHTEPHETE CTAaHOBUTLCA 6osblue, a LWKOAbHUKN O4HM M3 CaMblX
aKTMBHbIX Mosib30BaTenen PyHeTta. Mexay TeM, MOMMMO OFPOMHOMO KOJIMYECTBa BO3MOXHOCTEW,
WHTEpPHET HeceT M npobneMbl. 3Ta NamMsTka AO/MKHa NoMo4Yb Tebe 6e30nacHO HaxoanTbCS B CETW.
KoMnbroTepHbie BUPYCbI
KOMMbIOTEPHBLIA BUPYC - 3TO Pa3sHOBUAHOCTb KOMIMbIOTEPHbLIX MPOrpaMM, OT/IMYUTENLHOM
0COBEHHOCTbIO KOTOPOW SIBNSIETCS CMOCOBHOCTb K pa3MHOXEHMIO. B AOMoNHEHWe K 3TOMY, BMPYCbI
MOryT MOBPeAWUTb WM TMOSIHOCTbIO YHUYTOXUTb BCe annbl M [daHHble, MNOAKOHTPOSbHbIE
Nnosb30BaTesN, OT UMEHU KOTOPOro Obina 3anyLeHa 3apa)keHHas nporpaMma, a Takxke nospeavTb
WK OaXe YHUUYTOXWTb OMEPaLMOHHYKD CUMCTEMY CO BceMu chavnamm B LENOM. B 6onbluMHCTBE
CNy4aeB pacnpoCTPaAHAIOTCS BUPYCbl Yepe3 MHTEpPHET.
MeTtopab! 3al4MTbl OT BpeAOHOCHbIX NPOrpaMM:

1. Wcnonb3yin coBpeMeHHble OnepaLMoHHbIE CUCTEMbI, UMEIOLLIME CEPbE3HBIA YPOBEHb 3aLLUTBI
OT BpeAOHOCHbIX NpOorpamM;

2. MNocTossHHO YycTaHaBnvMBal natuM  (UMdpoBble 3annaTky, KOTOpble aBTOMATUYECKU
YyCTaHaBNMBAOTCA C Lenblo AopaboTkM nporpamMmbl) W gpyrne O6OHOBNEHMSI CBOEW
onepaumoHHON cucTeMbl. CkaumBal MX TONIbKO C odumumanbHOro camta paspabotumka OC.
Ecnu cywectByeT pexunM aBTOMaTUYECKOro 0OHOBMEHNS, BKITHOUMN €r0;

3. Pabotait Ha cBOEM KOMMbOTEpe Mo NpaBaMu NoSb30BaTENS, @ HE aAMMHUCTPATOpPa. ITO He
no3sonuT  OGONbLUMHCTBY  BPEAOHOCHbIX MNPOrpaMM  MHCTANIMpPOBaTbC Ha  TBOEM
nepcoHanbHOM KOMMbIOTEpE;

4. Wcnonb3y aHTUBUPYCHblE MpPOrpaMMHbIE MPOAYKTbl W3BECTHbIX MpOM3BOAMTENEN, C
aBTOMaTU4eckuMm obHoBNeHneM 6as;

5. OrpaHuyb 13NYeCKn AOCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NnL;

6. Wcnonb3y BHEWHME HOCUTENU WHGOPMaUuK, Takue Kak dnewka, anuck uan dann m3
WHTEpHETA, TONbKO M3 MPOBEPEHHBIX NCTOYHWUKOB;

7. He oTKpbIBall KOMMbIOTEPHbIE Dalsibl, MOYYEHHbIE U3 HEHAAEXHBLIX UCTOYHMKOB. [axe Te
dalnbl, KOTOpble NpUCan TBOM 3HAKOMbIW. Jlydlle yTOYHM Yy Hero, OTNpaBnsa M OH Tebe
nx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepeaayv AaHHbIX, HE TEXHO0rusl, a Bcero nuwb 6peHa, Mapka. Ewe B 1991
rogy HwuaepnaHackas KoMnaHus  3apeructpuposana  6peHp  "WECA", 4to 0603Hadano
cnoBocoyeTaHme "Wireless Fidelity", koTopbilt nepeBoaMTCS Kak "6ecnpoBogHast TOUHOCTL".

[10 Hallero BpeMeHu aownia apyrasi abbpeBumaTtypa, KOTopasi sBNSETCS TakoW XKe TEXHOMOrneNn. 3To
abbpesuatypa "Wi-Fi". Takoe Ha3BaHMe ObiI0 AaHO C HAMEKOM Ha CTaHAAPT BbICLLUEN 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae o3Ha4aeT "BblCOKast TOYHOCTL".

[a, 6ecnnaTHbIM WHTEPHET-AOCTYN B Kade, OTensax MW asporopTax SBASETCS OTANYHOM
BO3MOXXHOCTbIO BbIXOA4a B MHTEpPHET. HO MHOrme akcnepTbl CYMTaloT, 4To 0bweaoctynHble Wi-Fi
CeTn He aBnaoTca 6e3onacHbIMu.

CoseTbl no 6e3onacHocTn paboTbl B 0bweaoctynHbix cetax Wi-fi:

1. He nepepnaBaii CBOIO NMYHYO MHDOPMaumMio Yepes obueaocTtynHble Wi-Fi cetn. PaboTtas B
HUX, >XenaTesbHO He BBOAWTb Maposn AOCTYNA, NIOrMHbI U Kakne-TO HOMepa;

2. Wcnonb3yn n O6HOBNSIM aHTUBMPYCHblE MNporpamMMbl U 6paHamMayep. TeM cambiM Thl
obe3onacuilb cebst 0T 3aKayky BUpYyCca Ha TBOE YCTPOMCTBO;



3. Mpu ucnonb3oBanum Wi-Fi oTknoumn dyHkumio "O6wmii goctyn K ¢arnam u npuHtepam”.
[aHHas yHKUMSA 3aKpbiTa NO YMOMYaHUIO, OAHAKO HEKOTOPbIE NOJSIb30BaTENN aKTUBUPYIOT
ee ans yanobcrea Mcnonb3oBaHus B pabote nnu yyebe;

4. He ncnonb3yn nybnuynbin WI-FI ana nepeaauv NUYHbIX AaHHbIX, HanpuMep ANnsl BbIXOAa B
coumanbHble CETU UK B SNIEKTPOHHYIO MOYTY;

5. Wcnonb3yi TONbKO 3alumileHHoe coeanHeHne Yyepe3 HTTPS, a He HTTP, T.e. npu Habope
Beb-agpeca BBoan nMeHHo "https://";

6. B mMobunbHoM TenedoHe oTkoum yHkumio "MoakntoveHne Kk Wi-Fi aBTomatmueckn". He
AOnycKar aBTOMaTUYECKOro NOAK/IOYEHNS YCTPOUCTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHblie ceTn

CoumanbHble CeTM aKTMBHO BXOAST B HALly XXW3Hb, MHOrMe noauM paboTaloT M XMBYT TaM
MOCTOSIHHO, a B Facebook yxxe 3apernctpupoBaH MUAIMapa YenoBekK, YTo SIBNSETCS OAHON CebMOM
BCEX XWUTeNen nnaHetbl. MHOrMe Nob30BaTENM HE MOHMMAIOT, YTO MHMOPMaLMs, pa3MeLLEeHHas
MMKN B COLMANbHBIX CETSIX, MOXET ObiTb HalAEHa M WUCMOMb30BaHa KEM YroAHO, B TOM YUC/E He
obs3aTenbHO ¢ bnarmMm HamepeHusaMu.

OCHOBHbIe coBeTbl N0 6e30NacHOCTU B COLMasIbHbIX CETAX:

1. OrpaHunyb CnNMcok apy3en. Y Tebsi B ApYy3bsX HE AO/MHKHO OblTb CMy4YalHbIX M HE3HAKOMbIX
noaen;

2. 3awman CBOK YacTHYHO XW3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, AaTy TBOEro
pPOXAEHUS U APYTYIO JIMYHYIO MHGMOPMAUMIO. 3/T0YMBILSIEHHUKN MOTYT MCMNOJb30BaTb Aaxe
NMHMOPMaALMIO O TOM, KaK Tbl MU TBOW POAMTENN NAAHUPYETE NPOBECTU KaHUKYIbI;

3. 3awmuian cBol penyTauuto - AepXn ee B YUACTOTE U 33AaBait cebe Bonpoc: Xoten 6bl Thbl,
yTobbI ApYr1e NoNb30BaTENN BUAENM, YTO Tbl 3arpyXxaels? [ogyman, npexae YeM 4Yto-To
onybnunkoBaTtb, HaNUcaTb U 3arpy3uTb;

4. Ecnv Tbl roBOpULLb C NOABbMU, KOTOPbIX HE 3Haellb, HE UCMOJb3YyN CBOE peasibHOE MMS U
APYryH JIMYHYIO MHPOPMALUKN: MMS1, MECTO XUTENbCTBA, MECTo yyebbl 1 npoyee;

5. M3beran pasmelueHuss ¢otorpadui B NHTEpHETE, rae Tbl M306paxeH Ha MeCTHOCTM, Mo
KOTOPOW MOXHO ONpeaeninTb TBOE MECTOMNOJIOXKEHNE;

6. Mpu pernctpauum B COUMANbHOM CETU HEO6XO0AMMO MCMONb30BaTb C/IOXKHbIE MAPOSMK,
cocTosime n3 6yks 1 LMdp 1 C KOIMYECTBOM 3HAKOB He MeHee 8;

7. [Ans coumanbHOM CeTH, NOYTbI U APYrMX CaMTOB HEO6XOANMO MCNOMb30BaTh pasHble MNaposy.
Toraga ecny T1ebs B3NOMatOT, TO 3/10YMbILLIEHHMKM MONYyYaT AOCTYN TOMNbKO K OAHOMY MECTY,
a He BO BCe cpasy.

INEeKTPOHHbIE AeHbI'N

DNEKTPOHHbIE AEHbIMN - 3TO OYEHb YAOGHLIA CNOCO6 NNaTeXxen, OAHAKO CYLLECTBYIOT MOLUEHHUKM,
KOTOpble XOTAT NOAYYUTb 3TN AEHbIN.

DNEeKTPOHHbIE AeHbIM NOSIBUINCbL COBCEM HEAABHO U MMEHHO M3-3a 3TOr0 BO MHOMMX rocyaapcTeax
[0 CMX MOp HEe NPOMMCAHO NP0 HUX B 3aKOHaX.

B Poccumn ke OHM (PYHKUMOHMPYIOT U O HUX YXKE MPOMUCAHO B 3aKOHe, rae MX pasgensioT Ha
HECKONbKO BMAOB - @HOHUMHbIE U HE aHOHMMHble. Pa3HMUa B TOM, YTO @HOHUMHbIE - 3TO Te, B
KOTOpbIX pa3pellaeTcss npoBoAuTb onepaumm 6e3  uaeHTUdUKauum nonb3oBaTens, a B
HEaHOHUMHbIX MAEHTUMUKALNS NONb30BaTeNs ABNSETCH 06593aTeNbHOMN.

Takke cnefyeT pas3nuyatb 3/1eKTPOHHbIE naTHbIE AeHbrM (paBHbl FOCYAAPCTBEHHLIM BanoTaM) U
3NEKTPOHHbIE HedmaTHblEe AeHbrn (He paBHbl FOCYAapCTBEHHBIM BastoTaM).

OcHoBHbIe coBeTbl N0 6e3onacHoi paboTte C 3/1IeKTPOHHbIMU A€HbraMu:



1. MpuBsXXM K cYeTy MO6WUNbHBLIN TenedoH. 3TO CaMbil yAOOHbIM M ObICTPLIA CNOCO6
BOCCTaHOBWUTb AOCTYN K cyeTy. lNpuBa3aHHbIN TenedoH MOMOXET, ecnu 3abyaewb CBOW
NIaTEXHbIA NApoSb UK 3alnfellb Ha CauT C HE3HAKOMOro YCTPOWCTBA;

2. Mcnonb3yn ogHopa3oBble naponu. Mocne nepexoaa Ha YCUIEHHYIO aBTopusaumto Tebe yxe
He ByaeT yrpoXaTb OMaCHOCTb KPaXXu UM NepexBaTa NNaTeXHOro napons;

3. Bbibepn cnoxHbii naponb. pecTynHukam 6yaeT He NpoCTO yragaTb CHOXHbIA Maposb.
HaaexxHble naponu - 3To Naponn, KOTopble coaepKaT He MeHee 8 3HaKOB M BKJtOYalOT B cebs
CTPOYHbIE M NpONUCHbIe BYKBbI, UMGPbI N HECKONIBKO CMMBOJIOB, TaKMe Kak 3HaK Aonnapa,
(yHTa, BOoCcKMUATENbHbIA 3HaK U T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NNYHbIE A@HHbIE HA CalTaxX, KOTOPbIM HE AOBEPSELLb.

ANeKTpoHHas noyTta

DNEeKTPOHHas NoYTa - 3TO TEXHONIOMUS U NPEeAOCTaBASIEMbIE €10 YCYrX MO NEPECHISIKE U NOYYEHMIO
3NIEKTPOHHbIX COOBLLEHUIA, KOTOpbIE pacnpeaensitoTce B  KOMMbOTEPHOM ceTn. OBblYHO
3NEKTPOHHbIM MOYTOBbIN AWK BbIFNAANUT CEAYHOLUM 06pa3oM: MMSI_MONb30BaTENA@UMS_AOMEHa.
Takxe Kpome nepeaaydn NPOCToro TeKCTa, MMEETCS BO3MOXHOCTb nepeaasaTh dansbl.
OcHoOBHble coBeTbl N0 6e30nacHoOi paboTe C 3/1IeKTPOHHON NOUYTOM:

1. Hapgo BblbpaTb NpaBWIIbHbLIA MOYTOBLIA CEPBUC. B MHTEpHETe eCTb OrpOMHbIM BblGOp
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Jyulle AOBEPSATL TEM, KOO 3HAELLb U KTO NEpPBbIN
B PEUTUHTE;

2. He ykasblBal B JIMYHOW MOYTE JIMYHYIO WHGOpMaumio. Hanpumep, nydwe BbI6paTh
"My3blKasnbHbIN_aHaT@" nnm "pok2013" BMecTo "Temal3";

3. Wcnonb3yn AByX3TanHyl aBTOpM3aumio. TO KorAa MOMMMO Mapons HY)XHO BBOAWUTbL KOA,
npucbiiaembiii no SMS;

4. Bblbepun CNoxHbIM Naposb. [ns Kaaoro NoYToBOro AWMKa A0/MKEH 6biTb CBON HaAEXHbIN,
YCTOMYMBBINA K B3/IOMY Maposib;

5. Ecim ecTb BO3MOXHOCTb HamMCaTb CAMOMYy CBOW JIMYHbIA BOMPOC, WCMONAb3YW 3Ty
BO3MOXXHOCTb;

6. Mcnonb3y HECKONbKO MOYTOBBIX AWMKOB. lNepBbi ANs YaCTHOM NEPENUCKN C agpecaTami,
KOTOPbIM Tbl 10BEpPSIELLb. TO 3/IEKTPOHHBIN aApec He HaZ0 UCMOb30BaTh NPY PerMcTpaumm
Ha dopymax U canTax;

7. He oTkpbiBav dalnbl U Apyrue BIOXEHUS B NMUCbMax, AaXe €CN OHWM MPULIM OT TBOMUX
Apy3eW. Jlyylie yTOUYHM Y HUX, OTNPaBASAN NI OHW Tebe 3Tu dannbi;

8. lMocne okoHYaHWs paboTbl Ha NMOYTOBOM CEPBUCE MEped 3aKpbiTUEM BKIAAKWU C CAUTOM He
3abyab HaxaTb Ha "BbinTun".

Kn6ep6ynnuHr nnm BupTyasnbHoe n3aeBaTesibCTBO

KnubepbynnuHr - npecnefoBaHne coobLleHnsMKn, codepXalmMm  ockopbneHusl, arpeccuio,
3anyruBaHue; Xy/MraHCTBO; couuanbHoe 6GOMKOTMPOBAHME C MOMOLLBbID Pa3fMYHbIX WMHTEPHET-
CepBWCOB.

OcHoBHbIe coBeTbl Mo 60pbbe ¢ knbepbyIIMHIroOM:

1. He 6pocaiics B 601. Jlyuwumin cnocob: nocoBeToBaThCs Kak cebs BECTU U, €C/IU HET TOro, K
KOMy MOXHO 06paTuTbCsl, TO BHayane YCNOKOUTbCA. ECAM Thbl HayHewb OTBEYaTb
0OCKOPONEHNSAMU Ha OCKOPONEHMS], TO TOMBKO ellle 60sblie Pa3oXOKeLlb KOHMDIMKT;

2. YnpaBnsaw cBoen kubeppenyTaumen;

3. AHOHMMHOCTb B CETM MHMMasl. CyLecTBYIOT CMoCObbl BbISICHUTb, KTO CTOUT 3@ aHOHWMHbIM
aKKayHTOM;



4. He cTOUT BECTU XYNIMraHCKUA 06pa3 BUPTYasbHOM XWU3HWU. VIHTEPHET (PUKCMPYET BCE TBOM
LAEVCTBUSI U COXPAHSIET UX. YAanuTb uUx 6yaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobniogan CBOKO BMPTYasbHYO YeCTb CMOJOAY;

6. WUrHopupyh eamHu4HbIM HeraTmB. OpHOpa3oBble OCKOpPOWTENbHblE COOBLEHUS fydlle
UrHopvpoBaTb. O6bIYHO arpeccus NpeKkpaLlaeTcs Ha HavanbHOW CTaauu;

7. baH arpeccopa. B nporpammMax obMeHa MrHOBEHHbLIMW COOBLLEHNSIMUN, B COLMANBHBIX CETAX
€CTb BO3MOXHOCTb 6/TOKMPOBKM OTNPaBKM COOBLLEHNI C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnuHra. TBoM AEUCTBUSA: BbICTYNWUTb NPOTUB NpecriefoBaTens,
rnokasaTb €My, YTO ero AeWCTBMSI OLIEHMBAKOTCA HEFaTUBHO, NMOAAEPXKATb XXEPTBY, KOTOPOW
HY>XHa MCUXONornyeckas noMoLLb, coobWwnTb B3pOC/bIM O (hakTe arpecCMBHOIO MNOBEeAEHUS
B CETW.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTdOHbI M MIaHLLETLI coaepaT B cebe BNosiHe B3poC/bii (PyHKLMOHAN, 1 Tenepb
OHW MOTYT KOHKYPMpOBaTb CO CTaLMOHapHbIMM KoMnbioTepamMu. OQHAKO, CpeAacTB 3aluTbl AN
NoA06HbIX YCTPOMCTB NMOKa O4YeHb Masno. TeCTMpPOBaHME M NMOUCK YSI3BUMOCTEN B HUX MPOUCXOANUT He
TaK MHTEHCMBHO, Kak ans MK, To e camoe KacaeTcs U MOBUIbHBIX MPUTOXEHUN.

CoBpeMeHHble MObunbHble bpay3epbl y)Xe MPaKTUYECKU AOrHANM HAaCTOJbHblE aHanorun, OAHaKo
paclmpeHne pyHKLMoHana BneYeT 3a coboi 60/bLUY0 CTOXHOCTb Y MEHbLLYIO 3aLUMLLIEHHOCTb.
[aneko He Bce NpOM3BOAUTENM BbIMYCKalOT 0OHOBMIEHMS, 3aKpbIBalOLLME KPUTUYECKME YSA3BMMOCTH
ANSi CBOUX YCTPOMCTB.

OcHoBHbIe coBeTbl A1 6e30nacHOCTU MO6UNbHOro TenedoHa:

Huuero He sBnsieTcs no-HacTosiweMy 6ecnnatHbIM. Byab 0CTOpoXeH, BeAb Koraa Tebe npeanaratot
6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6blTb CKPbITbl KaK1e-TO NMaTHbIE YCyru;

[dyman, npexge 4yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3HaelWwb, rae OHu ByayT B
KOHEeYHOM uTore?

HeobxoanMo 06HOBNATL ONEepaLMOHHY0 CUCTEMY TBOErO CMapT(dOHa;

Mcnonb3yn aHTUBMPYCHbIE NPOrPaMMbl 4151 MOBWUbHLIX TenedoHOB;

He 3arpy>xavi NpunoXxxeHus 0T HEM3BECTHOMO MCTOYHMKA, BEAb OHN MOMYT COAEPXaTb BPEAOHOCHOE
nporpamMmMHoe obecneyeHue;

Mocne TOro Kak Tbl BbIAELIb C CailTa, rAe BBOAWM JIMYHYKO MHGOPMaUUo, 3aian B HACTPOWKM
bpaysepa 1 yganu cookies;

Meproanyeckn NpoBepsin, KakMe NiaTHble YCIyrM akTUBMPOBaHbI HAa TBOEM HOMEPE;

[aBali cBo HoMep MOBWIbHOro TenedoHa TONbKO N0AAM, KOTOPbIX Thl 3HAELLb U KOMY A0BEPSELLb;
Bluetooth fgomkeH 6bITb BbIK/IIOYEH, KOrAa Thl UM He NoMb3yeLbes. He 3abbiBait MHOrAa NpoBepsTh
3TO.

Online urpbi

CoBpeMEHHbIE OHMANH-Urpbl - 3TO KPACOYHble, 3aXBaTbiBAlOLME pa3B/eYEHUs, 06beaNHSIIOLLIME
COTHW ThICSIY YeNnoBeK Mo BceMy Mupy. Arpoku muccneaytoT AaHHbIi MM MUp, obliatoTcs Apyr C
APYroM, BbINOSHAKOT 3a4aHuUs, CPaXkatoTCsl C MOHCTPaMM M NOJy4atoT OMnbIT. 3@ YAOBOIbLCTBUE OHU
NNaTaT: NOKYNalT AMCK, OMlavymBaloT aboHEMEHT 1M NpMobpeTaoT Kakne-To onuum.

Bce 3T cpeactBa vMAyT Ha MNOAAEPXKAHWE W pa3BUTME UIPbl, @ TakXke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPM3aLNK, BbIMYCKaOTCS HOBble naTtun (UmMdpoBble 3annaTku ans
NporpamMM), 3aKpbIBalOTCA YS3BMMOCTU CEPBEPOB.

B noao6HbIX Mrpax CTOMT onacaTbCs HE CTOSIbKO CBOMX CONEPHMKOB, CKOTbKO KPaXkn TBOEro napons,
Ha KOTOPOM OCHOBaHa cucTeMa aBTopu3aumm 60MbLINHCTBA Urp.

OcHOBHbIe coBeTbl N0 6€30NacHOCTU TBOEro UrpoBOro aKkKayHrta:


https://сайтобразования.рф/

1. Ecnu apyrou urpok BefeT cebs nnoxo uim co3aaeTt Tebe HenpuaTHOCTU, 3abNoKMpyKn ero B

CMNCKe UIMPOKOB;

2. Moxanynca agMUHMCTPATOPaM Mrpbl Ha MJ0X0e MOBEeAEHUE 3TOr0 WIpoKa, >KeNaTesbHO
NPUNOXUTb KaKne-To A0oKa3aTeNbCTBa B BUAE CKPUHOB;

He ykasbiBai MYHY0 MHMOPMaUMio B npodaline urpsl;

YBaxxau Apyrmx y4acTHMKOB MO Urpe;

He ycTaHaBnmBan HeodvumanbHbie NaTym U MOAbI;

Mcnonb3yn CnoxHble U pa3Hble Naponu;

[la>ke BO BPEMS UIPbl HE CTOUT OTK/IIOYATb aHTUBMPYC. [oKa Tbl Urpaellb, TBOW KOMMbIOTEP
MOryT 3apasuTb.

OULLIMHI UM KPaXXa JINYHbIX AAaHHbIX

O6blYHOM KpaXken AeHer M AOKYMEHTOB CEroAHsl Y)XX€ HWKOro He yAMBWULWb, HO C pa3BUTMEM
NHTEPHET-TEXHOIOTMIN 3/T0YMbILLISIEHHUKM NEPEMECTUIUCE B MHTEPHET, Y NPOAOIKAIOT 3aHUMATbCS
"nobmmMbIM" gEenom.

Tak nosiBunacb HoBas yrpo3a: MHTEpPHET-MOLIEHHMYECTBA MW DULIMHE, rMaBHas Lelb KOTOpOro
COCTOMT B MOJyYeHUM KOHMDMAEHUMANbHbIX AaHHbIX MOMb30BaTenen - NOrMHOB M naponen. Ha
aHrIMncKoM si3blke phishing untaetcs kak puwwmHr (ot fishing - pbibHas noBnsi, password - naposnb).
OcHoBHbIe coBeTbl Mo 60pbb6e ¢ PULINHIOM:

1. Cneam 3a cBOMM akkayHTOM. ECnin Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina B3oOMaHa, TO
HeobxoanMo 3abnoKNpoBaThb ee 1 CoobLWNTb aAMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO
cKopee;

2. Wcnonb3yn 6e3onacHble Be6-CaliTbl, B TOM UMUCIE, WMHTEPHET-MarasMHOB M MOMCKOBLIX
cncTeM;

3. Wcnonb3yn CnoxHble M pasHble Mnaponu. TakuMm obpa3oMm, ecnn Tebs B3nOMaloT, TO
3/10YMbILLNEHHMKM MOyYaT AOCTYN TOBKO K OAHOMY TBOEMY MPOdUIo B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3noManu, To HeobxoauMMo npeaynpeamTb BCeX CBOMX 3HAKOMbIX, KOTOpble
fobasneHbl y Tebs B Apy3bsX, O TOM, 4YTO Tebs B3fOManu 1, BOSMOXHO, OT TBOEr0 UMEHM
6yaeTt paccbinaTbCa CnaM M CChbIIKM Ha (ULLMHIOBbIE CanThbl;

5. YctaHoBM HagexHbI naponb (PIN) Ha MOBUNbHBIA TenedoH;

OTKI04M coxpaHeHne napons B bpaysepe;

7. He oTkpbiBav dalnbl U Apyrue BIOXEHUS B NMUCbMax, AaXe €CN OHWM MPULIM OT TBOMUX

Apy3ei. Jlyylie yTOUYHM Y HUX, OTNPaBASAN 1 OHW Tebe 3Tu dannbl.
Lindposas penytaumus
Lindbposasa penytaums - 3TO HeraTMBHasE WAM MNO3UTUBHAS WHdopMaumss B ceTn o Tebe.
KomnpomeTupytowas wuHpopMaums, pasMmelleHHass B MHTEpHETe, MOXET Cepbe3HbiM 06pa3om
OTpa3uTbCA Ha TBOEW peanbHOM Xu3HW. "Lindposas penytauma” - 3TO TBON UMMOXK, KOTOPbLIN
dopmMupyeTcs U3 nHbopmauumn o Tebe B UHTEpPHETE.
TBOe MeCTO XWUTenbCTBa, Yy4yebbl, TBOe (MHAHCOBOE MOMOXKEHNEe, OCOBEHHOCTM XapakTepa W
pacckasbl 0 6IM3KKX - BCE 3TO HAKarnIMBaeTCsl B CETU.
MHorne noApoCTKN NIErKOMbIC/IEHHO OTHOCATCA K Nybnunkaumm nmyHon nHgopmaumm B HTEpHeETE,
He MOHMMast BO3MOXHbIX NOCNeACTBMI. Tbl AaXe HE CMOXELLb 0raaaThCs O TOM, YTo choTorpadus,
pasMellleHHasa 5 neT Hasaa, ctana NpUYMHON OTKas3a NPUHATL Tebs Ha paboTy.
KoMMeHTapun, pa3melleHne TBoux doTorpaduin u apyrue AeUCTBUS MOMYT HE MCYE3HYTb AaXe
nocsne Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHW/ 3Ty MHGOpMaLmMio, nonana nn oHa
B MOMCKOBblE CUCTEMbI M COXPaHWIachb /M OHA, @ rNaBHOE: YTO NOAYMaKT O Tebe OKpyxarlme
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N0an, KOTOpble HANAYT M YBUAST 3T0. HalTn MHDOPMaUMIO MHOMO NET CMYCTs CMOXET /060N - Kak
13 Ao6pbIX NOBYXXAEHUN, TaK U C HAMEPEHMEM NPUYNHUTL BPEA. DTO MOXET OblTb KTO YrOAHO.
OCHOBHbI€ COBETbI Mo 3awuTe umdpoBon penyTauuu:
1. Mopymawn, npexae 4yeM 4To-To NybnmKoBaTh M NepeaasaTb y cebs B 61ore nnm B coumanbHoOm
ceTu;
2. B HacTpoikax npoduns ycTaHOBM OrpaHWYeHUsi Ha MPOCMOTP TBOero npodwvnst U ero
COAEPXXUMOro, caenam ero Tonbko "ans apysen”;
3. He pa3mMewain n He ykasbiBall MHGMOPMaLMIO, KOTOpasi MOXET KOro-nmbo ockopbnstb unm
obmxaTb.
ABTOpCKOE npaBo
CoBpeMeHHble LIKOMIbHUKM - aKTUBHbIE NOSIb30BaTENMN LUM@PPOBOro npoctpaHcTea. OaHako Aaneko
He BCe 3HalOT, YTO MOSIb30BaHNE MHOMMMKN BO3MOXXHOCTSMU LMPOBOro mmpa Tpebyet cobnoeHus
NnpaB Ha MHTENEeKTYyanbHYy0 COBCTBEHHOCTD.
TepMuH "vHTENNeKTyanbHasi COBCTBEHHOCTL" OTHOCUTCS K pa3fINyHbIM TBOPEHMSM YesI0BEYECKOro
yMa, HauMHas C HOBbIX M306peTeHn 1 3HaKoB, 0603HaYaloWMX COBCTBEHHOCTb Ha NMPOAYKTHI U
ycriyru, M 3akaHuvMBas  KHuramu, dotorpadusaMKu,  KMHOMWIbMamMM U My3blKanbHbIMU
npou3BeaeHUsIMI.
ABTOpCKMe MnpaBa - 3TO NpaBa Ha WHTeNNEeKTyanbHYt0 COBCTBEHHOCTb Ha MPOM3BEAEHUSI HAYKM,
nuTepaTypbl M UCKyccTBa. ABTOPCKME rMpaBa BbICTYNAOT B KayeCTBe rapaHTUM TOro, 4To
WHTENNEKTyanbHbIN/TBOPYECKUN TpyA aBTopa He 6yaeT HampacHbiM, AacT eMy CrpaBeasivBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, NONAYyYMTb M3BECTHOCTb U MPU3HAHWME.
HukTo 6€3 pa3pelueHns aBTopa He MOXET BOCMPOU3BOAUTL €ro NpousBeaeHne, pacnpoCcTpaHsTb,
nybnnyHoO [OEeMOHCTpMpoBaTb, MpoAdaBaTb, WMMOPTUPOBaTb, MycKaTb B MpokaTt, nybnanyHo
NCMNONHATb, NOKa3bIBaTb/UCNONMHATL B 3unpe Uim pasMeLwatb B MHTepHeTe.
Mcnonb3oBaHue "nupaTckoro” nporpaMMHOro obecneyeHns MoXeT NPUBECTU K MHOMMM pUCKaM: OT
noTepM [AaHHbIX K TBOMM aKkayHTaM A0 OJIOKMPOBKM TBOEro YCTPOWCTBA, A€ YCTAHOBJIEHA
HeneranbHasa nNporpaMMa. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT NierasibHble 1 becnnaTHble
MpOrpaMMsbl, KOTOPbIE MOXHO HalTK B CETW.
O noprane
CeTeBUYOK.pd - TBOW rMaBHbIA COBETYMK B CETU. 34€Ch Thl MOXELLb Y3HaTb 0 6€30MacHOCTU B CETH
MOHSATHLIM U AOCTYMHbIM A3bIKOM, @ NPV BO3HUKHOBEHMM KPUTMYECKOM CUTyauum obpaTutbCs 3a
COBETOM. A TaKXXe MPUHATb yYacTue B KOHKypcax 1 CTaTb CaMblM LMPPOBbIM rpaxaaHUHOM!
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